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PaySky CUBE Control is a full-fledged terminal management &
Monitoring system for different models of BITEL POS terminals

Manages the setup, configuration & remote update of:
Terminals parameters & configuration files
Terminals applications

Full remote update of POS terminals assets, in 2 modes:
Pull Mode: Update initiated/ requested by terminal
Push Mode: Update initiated / scheduled by TMS system
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»  Fully Manages Terminals parameters & configuration files:
Terminals applications (Software version, Binary files)
Hardware profile
Transactions profile
Risk profile
EMV profiles
Receipts profile
Communications profile

Value added services profile (e.g. Installments, DCC, ECR, e-bill
Payment)
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Special features:
Multi-user system, with multiple users privileges, supporting Maker/Checker operations
Full terminals history (modified parameters old and new values, when and by who)

Mass update feature: Select terminals with search filters and modify only specific parameters
in all the terminals base.

Scheduled updates: Create update campaign and schedule it for future date & time.

. Mass Upload of terminals profiles via file based uploader

. Active Vs Inactive terminals reporting (based on transaction activity and set thresholds)

. Flexible, multi-parameters reports generator

: Risk management modules to setup controls on suspicious behavior in transactions (limits,

consecutive, Source of Card / Issuer profile)
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- Additional Built-in Modules:

Inventory Management system: To manage stocks of terminals,
Paper rolls & SIM Cards

Monitoring system: Showing terminals on a map or a grid with
their last known status (active/idle) based on their transactions
activities.

- Support Center: Help desk and merchant operations support
ticketing system, with reporting, search & SLA enforcement
operations.
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« Other Features:

«  Supports up to 50,000 POS per cluster, can operate in multiple
clusters formation.

Based on Microsoft Technology stack, with minimal maintenance
required

« Web based User interface for easier access from with Intranet or
Internet.

- Login supports 2 factor authentication (Username/Password +
One-time-Password by SMS)
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